Basic Computer

Troubleshooting and Maintenance

Guide




Introduction

Most computers come in for servicing have various problems. Pop-ups and slow response are the
most common of those problems. A computer that has these problems can be fixed very easily.
Windows itself has various programs that you can use to scan and optimize a computer. In this
guide we will be taking a look at those utilities as well as utilizing some free ones available on the
Internet.

Please note that this is meant to be a guide and not a solution to all your computer maintenance and
troubleshooting needs.

NOTE: This overview is for PCs with the Windows XP operating
system on them, the steps may be different of other Window’s
operating systems.

NOTE: The following steps have been explained along with graphics
to help you out in learning these procedures.

IMPORTANT: Before running any spy-ware or virus programs it is
advised that you turn off system restore.

NOTE: You will see important notes
like these spread throughout this
guide. Pay close attention to them.

It is also very important to note that you should backup crucial data (like documents and pictures,
etc.) before attempting to clean out viruses or spyware from your computer in the event that any
scans or virus removals render the system inoperable. This downtime may be temporary until you
can get the system operational again and it may provide useful to have a backup copy of important
documents in case you need to setup the user on a temporary workstation.
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Step One: Disable System Restore .

The reason we disable system restore is because some virus and ad-ware like to hide in old .

restore points. If you had a virus and scanned to remove it, then had to use system restore

then you could be infecting your computer with the same virus that you got rid of before.

1. Bring up the START MENU by
clicking on the start button in the bot-
tom left hand side of your computers
desktop, shown in the following pic-
ture. From here, click on CONTROL
PANEL. If you are using the classic
Start menu you may need to click on
Settings after “Start” and then Control
Panel.
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2. This will bring up the control panel,
a window with icons to various
programs useful to the Microsoft®
Windows XP user. As shown in the
following screen we want to double-
click on the SYSTEM icon. If you do
not see the Control Panel exactly as
pictured here, you can switch to Clas-
sic View by click “Switch to Classic
View” on the left task pane.
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Step One: Dsable System Restore

System Properties

Syslem Restare Automatc Updates Riemale
I T ampbe Mame

Hardwaee Advancad

Sysham:
Muziosall Windaws WP
Prafeszional
Weasan 2002

J.'r ' . Semca Pack 2

Registered b

3. In this next screen that
pops up, you will need to
select the SYSTEM
RESTORE tab

Faeewatin Career Development

Computer;
IneekfR]
Ferhur{f] 4 CFU 2 40GHz
240 GHz, 1.00 GB of Riabe

| k. J| Cancal |

4. When you get to the next screen,
click in the check box beside TURN
OFF SYSTEM RESTORE ON ALL
DRIVES. If there is already a check
mark in the box, please skip to next
step.

System Properties

General Computer Mame
Syztem Restore

Hardware Advanced

Autornatic pdates Fiemate

=<1 Spstem Restore can track and reverse harmful changes ta your
HF cormputer.

[ [JiTum off Svstem Festore on all drives ]

Dirive zeftings

To change the status of System Restare ar the maxinmum amount of disk
space available to System Restore on a drive, select the drive, and then

click Settings.
Axalable drives;
Dirive Statuz

=T tManitoring
=B Backup Drive (D)

. Settings...

Manitoring
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Step One: Disable System Restore

5. The word APPLY should go

from faded to black lettering as

shown in the next screen, click
on APPLY.

System Properties

Generd
Syztem Restore

Cormputer Mame Hardweare Advanced

Automatic Updates Remote

= - Syztern Festore can track and reverze harmful changes to wour
HF camputer.

).Jrn aoff Systemn Restore on all drives
Dirive zettings
Tao change the statuzs of System Restore or the masimurm amount of dizsk
zpace available to System Restore on a drive, select the drive, and then
click Settings.

Ayailable drives:

Drrive Statuz 1
= [C) b anitaring
=M Backup Drive [D:) bd anitoring

I (] I | Cancel I | Apply

I

6. The next screen that comes up after you click on ap-
ply will be a system restore warning, this warning tells you
that the computer will be deleting all previous restore
points that it has created. Click on YES in this box.

System Restore

track or undo changes to vour computer.

Do you want o turn off Syztern Restore?

You have chogen to turn off Sestem Restore, If pou continue, all existing restore pointz will be deleted, and you will not be able o
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Step One: Disable System Restore

| System Properties

e e T e 7. Then it should take you back to
<0 Sestern Restore can tack and reverse hamnful changes b pour SYStem restore Screen’ note that the
R compute. status off all your drives will be set to
TURNED OFF, if you have more than
one drive in your computer like I do

Tun off Spztem Restore on all dives

Drive zettings
then you will see multiple drives with
this status. CLICK on OK to finish
Dirive Status thls Step'
= Turried off
=) Backup Drive (D] Turred off

aF. | | Cancel

Q NOTE: After the virus threat or spyware
has been removed from the system, it is
important to turn the System Restore feature
of Windows XP back on. Having restore
points may provide useful in the future if you
find yourself troubleshooting the system.

on to the next step--
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Step Two: Ad-Aware SE Personal Scan

Ad-Aware is a program that you use to scan for ad-ware or spy-ware programs that are in your
computer. Some of these programs block access to the internet, create advertising pop-ups on
your computer and generally slow your computer down.

Q NOTE: If you have access to internet from the infected computer, you should
download the Winsock XP Fix tool in the event that removing the spyware
from your system accidentally corrupts the Winsock on the computer. Read
Appendix A for instructions on using the Winsock XP Fix tool. If the computer
does not have access to the internet because of spyware or viruses, download
the following tools using another working computer that has internet access.

1. Ad-Aware SE Personal is a free program downloadable
from the internet.

Their website address/URL is http://www.lavasoftusa.com or
you can Google ADAWARE and click here.

Ad-Aware @ Lavasoft - The Original Anti-Spyware Company
Ad-Aware secures your business against dangerous infiltrators and threats. ... Product of the
Year: Antispyware Category Ad-Aware SE Enterprise voted ...

TR PR =T=Tat . d0 =T=] - 4141 e
W la@vasonusa . coms - 14K - Lacned - almiar pg

2. Go to their homepage and you should Evas Download
see this image on the right hand side of oGO0
the page. Click on this image and you will Ad-Aware SE Personal
be redirected to another webpage.

v 3. On this next page you should see this
u Download Now image. Click on this image to start
downloading the install file for Ad-Aware.
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Step Two: Ad-Aware SE Personal Scan

| File Download - Security Warning

Do you want to run or zave this file?
ﬁ Mame: aawsepersonal exe
|_ Type: Application, 2, 72ME

Fram: software-files, downla

4. Click on SAVE to
download the install file to
your computer.

Bun { I I Save

I |;| Cancel |

e

While files from the Intermet can be uzeful, thizs file type can
potentially harm your computer. [F pou do not trust the source, do not

lx\#xl : :
—" 1n or zave thiz software. What's the righ?

5. The next page that pops up
is asking you where you want to
save the installation file. Click
on the arrow pointing down (1)
to bring up a drop down list,.
From this list click on “Desktop
(2) to choose that as the save to
area, then click on SAVE (3)
then move on to the next step.

| Save As

Savejrc | (2 Deskrop v s (0
| ]
- . 1
Recent W My Computer
1 3% Floppy i)
=S e Local Disk (2]
L,_'E} v Backug Diive [0
Deslop b DVDACD-RY D (€]
28 My Shaing Folden:
1 Shared Documanis
J ) My Documenits
= S My Matwank Places
il 7 Flash Duive - Walmare
ot Shane
%2
Fy Compules 3
w Fite name: asnsepeizonal \,.I G
- - — -
My blehaok,  Save 2 hpe Aoplicatian | S
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Step Two: Ad-Aware SE Personal Scan

6. After the file is downloaded

you’ll see the following image, File Download R <
then you can RUN the program
now or you can CLOSE if you /
plan to run the program later or ~»  Download Complete
on another computer. If you
choose to open it later. start at aawsepersonal .exe from software-files, dovenload. com
#7. If you Choose to run now, Downloaded: 2.72ME in 1 min 7 sec
Sklp to #8. Ciownload Ea: CDocuments |\ aawsepersonal exe

Transfer rate: 41.6KE)Sec

[ ] Cloge thiz dialog box when download completes

I Bun I l Open Folder I I Cloze I

7. The downloaded file is called aawsepersonal.exe; this will
be located wherever you decided to save the file to, usually the |
desktop and can look like either of the two following pictures.
Double click the file to start the install process.

&

aawsepersonal

| Opan File - Securily Warning

The publither could nol be verfied Are you e pou wanl lo
mun thie software?

Hame: aawsepersomal axe
:I P“"i‘:‘: i"‘;;:‘ Fubysne) 8. A security warning should
From:  CiiDacumenks and Sektings|Mortin Ry |Deshtop pop up telling you that you are

l“;{ about to run a program, click on
; RUN to continue.

i This fle does not have a valid digital signatute that veefies itz
@ pubdshes. Yiou shoud only un softwans fom publishers you et

How can - wuf tesaee bo ¥

[v] Alwraps ask before oparing this fe
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Step Two: Ad-Aware SE Personal Scan

(52 RRyare SEPGrscnal -4 9. This next screen is the
“welooenz bo Ad-Awaze SE Persanal Setup peegiam This program prog ram’S |nSta”at|0n
wil ingtall &dware SE Parsonal on pour comples . .
wizard, click on NEXT to
It iz stronglp ez oonmanded that pou exdt al Windows piograms Contl nue

befare mrnmg this Setup Frogram,

Click Cancal 1o oul Setup and clese anp progeame yod have
riing  Click Weat to continue with the S etup program,

WAAMING: This prageans probected by copuighe law and
inteinationa realias.

Unaulhanzed ieproduchon ar disinbulion of lhis plogram, ar ary
poitan al i, may resul in sevete civil and climingl penalies, and
wil be proseculed o the maximum axenl poesble wdar laa

Canced

e
o

fd-Rwware SE Personal

10. In this next window click in
the CHECKBOX beside | AC-
CEPT THE LICENSE AGREE- e

Licarse Agrasment

MENT and then the words ot A iawias Liares oesngotiorF et iz 2
NEXT should change from light Fleaceread the tesms snd condlonsof i bcense agresmerk e Lisense!|befoe
. . A g the eompuler softwans [the "Software”) By indldling and using the Soltware you
lettering to dark lettering. Click e G 'E‘m’"feiq'?&'ﬁfa”fa:aiﬁ#f? Sfuﬁﬂii”ﬁé"&efr? c ey
NEXT to continue. bt el it ool bl ol il il
that pou paid.

The term “Softwars" mcludes, and these baims and conditans also spply lo, s updales,
modiicaions and wporades Lo the Soitwiane that you mag teceive am me 1o lime.

1. License Grank o

[! | accept the icerse a-;lmmu:ﬂrj 2

Lawasolt Installation Wizard
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Step Two: Ad-Aware SE Personal Scan

11. Keep clicking NEXT, using
default values until you reach
this screen. If you click FINISH
the computer will update the ad-
ware definitions file, provided
that you have access to the
internet, then it will do a full
system scan.

| 94 fid-Rware SE Personal

¥ pa-gware SE Personal

P
. Scan Complete
g e e Cpen lion
Finishead
Gl Bl J
R ——— Scan Complele
= Swmmary
M Rurning Processes
9 Process Module
1 ek 1848 Process hodule:
15 Db
0 Obysels lgnorad
15 Mow Critical Obijects
B 9 Mepighis Obacie
EXEXT-Tay

Ad-digare SE Personal has been succestfuly inzlaled

Frexs Ihe Finish bullar la et thr inclalahen.

¥ Ferform a bl syztem scan now
v Llpdale dehirilian lie raw

v Open the halp file now

12. The computer will scan for
a bit and then it should end up
looking like the following image
when it is completed. Click on
NEXT to continue.

R
=

DT =Y

)

)
-4

Otbjects Scannad: BYERG

I Processes ldenlfied

I Maodules ldanbfed

¥ Regisiry Keys Hertified
0 Hegislry Walies Iderilied
15 Fies [dantied

¥ Falders dentified

A St Logte

&d.Avare S0 Persons, Dusid 1.0501
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Step Two: Ad-Aware SE Personal Scan

13. This next screen shows
e g a list of what the program
ol it s Y found hiding in the com-
LT T Y| puter, put a CHECK in all of
: Scanning Results the BOXES and then click
i e f/seen Surmry | B G kit L jleghgtieChects | 35canLeg NEXT to continue.

Target timdes datectsd onihis system Summary oF This Stan
(g Pusre J #[=] e Thacking Cootie (15 Chiects Tobsl) TeAs Fomnrirg Sne 001 5
—_— “l_. Ex List 15 Clzpecsts Tobal) Digeis Sennnecd BA5E5
g s klenahed1:
1 . e ired

llew critecal ohjects;1s
dwea age TAC; [LIE]

iy A
Al Hedsy 1 tnghgptls chests 5
. - e el

eiences £1

F4E0 Ooyscls  Gusrarins J 1 S Logils

ottt e T ] . Bvware 5L Persnal, Dued 1 0501

14. This screen is just telling us that
Ad_Aware |S gO|ng to remove a” Of Q\I 1 I:l|.1_|E'|:|:'5 will be rermoved. Continue?
the files that you have selected, click i
OK to continue. [ o ] 28 Cence

NOTE: In most cases this scan will remove all of the spy-
ware/ad-ware infections on your computer, if you com-
puter was having problems connecting to the internet this
should fix those problems, allowing you to update Ad-Aware if
you couldn’t before, if you couldn’t update before, update now
and do another full system scan and you should be finished
with this step.
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Step Three: X-Cleaner / X-Scan

xScan is an online ActiveX Spyware & Adware Scanning tool, meaning that there is no program
that you can just download and run locally on your PC, you have to be connected to the internet

to use this scanning tool, there might be a standalone version that you can download but the
online tool is much easier to use.

the next screen

1. To get to xScan open up Internet Explorer and navigate to
http://www.spywareinfo.com/xscan and wait until the information bar pops up (as
seen in the following image). Click anywhere on the bar that appears to open up a
small menu, from that menu click on INSTALL ACTIVEX CONTROL. Continue to

/= Spywarelnfo > Online Spyvrare Detection - Windows Internet Explorer

Q. v @B rtep g e spywareinfo, comxscan. php

D [ hea e

)
Elle Edit  Wiew Favorites Tools  Help
& Flash Panel @ | Headwaterstech Admin 4 | kede.ca 48 | Messages (&3 MLSD #1132 | Seanix One2One 4 | SpamTrap
% @ @B spywarelrfo > Online Spywars Detection | o - B dm - |k Page + [ Tools - @~
cbsite wanks ko install the Following add-on: ‘% Cleaner Micra Edition’ fram Face Time Communications'. IF you krust th}a website and the add-on and wartt to install it, | X
L Install Ackivey Control... :

Read the Sept -
6 TA
Spyware 4
weekly L

home of the Sy ware weekly .

Because the never ending war against Spyware is
escalating to new heights, Spywarelnfo and XBlock
hawve joined forces to achieve the most effective
malware detection.

: Internet Explorer - Security Warning

Do you want to install this software?

nl___. Mame: #-Cleaner Micro Edition

Fublisher: FaceTime Communications

Mu:ure options l Install I Lgnn't Install

ActiveX Spyware & Adware Scanning ARE WE

SUBSCRIBE
SPYWARE WEEKLY!

Email Address

| [subsenber |

2. After you click on the
prompt a new window will
pop up asking you if you
want to install the ActiveX
control again. Click on

INSTALL to continue.

; While files From the Internet can be useful, this file type can potentially harm
wour computer, Cnly install software From publishers wou trost, What's the risk?
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http://www.spywareinfo.com/xscan

Step Three: X-Cleaner / X-Scan

3. xScan will now scan
your computer for adware
and malware as seen in

X-Cleaner Micro Edition this image. Continue to

Quick Spyware and Adware Scanning the next screen

FaceTime Security Labs

Click for more information...

Scanning for Adware . WinProtect ...
www. [acetime.com Build 32843
Powered by FaceTime Communicatiions., Inc.

4. If xScan finds any spyware on your computer you will get a warning
window like in the image below, click on REMOVE IT to continue

\\\\\\\\‘@\\\\\\\\‘.‘

Suspicious Program Detected!

Mame: SweetBar kore info....
Detection Details:
Detected SweetB ar:

Servicesz [1]:
IFRIF
Pleasze read thiz before removing [+] &rionymouzly report this to detection zerver

I lgnore ‘ I |gnore Always ‘

\\\\\\\\\\\\\\\\\\\\\\l‘
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Step Three: X-Cleaner / X-Scan

5. The next screen that pops up
is a prompt to create a restore
point, but since at the beginning of
this tutorial we disabled system
restore you can just click NO to

continue.

Femoval of these programs can sometimes cause incompatiblities with other programs.
- It iz recommended to first make a "Syaten Bestare Paint',
Thiz enables pou to "ol back' any changes later. Create it now?

L ;es J I No I

6. Keep removing any other spyware/
malware that the program finds until it
brings up a window asking you to reboot,
as seen in the following image. Click on
YES to
REBOOT and then you are finished with

this step.

> [t iz recommended that you reboot your PC after the removal of zoftware.
«-',J‘/ Do pou want o reboot now?
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Step Four: Spybot S&D (Search & Destroy)

Some people like to be absolutely certain that the spyware that has infected their system is
completely gone. So to make sure that the previous spyware and malware scanners haven’t
missed anything, we will utilize Spybot: Search and Destroy to do another scan and ensure that the

threat of spyware has been ‘destroyed.’

1. Spybot Search & Destroy is another free program downloadable from the

internet.

The easiest way to download this program is to navigate to
http://www.download.com and type in Spybot in the search field near the top,
as shown in the next image. Click on GO to continue to the next webpage.

T e = T 2dvanced
—_— Search: Spybot Software _vsear:'u

2. Navigate down the next webpage till you see this listing. Click on
DOWNLOAD NOW to start downloading the install file.

CMET review:
Spybot - Search & Destroy 1.4 & pE/0200s 85203642 | B Download Now

Search your hard disk and Registry for threats to your Uzer rating:

security and privacy. Read editor's review... BBG:

File Download - 3ecurity YWarning

3' CIICk SAVE in the next Do you want to run or save this file?
window to save to install
file to your computer and r: N e
proceed to next window. [AnBE Appieken, S AONR
From:  software-files, dovnload, com

Bun IME Cancel |

While filez fram the [ntermet can be uzeful, this file type can

run ar gave this zoftware, What's the nsk?

I-h“,.l paotentially harm pour computer. IF you do nok trust the source, do ok
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Step Four: Spybot S&D

4. Same procedure as
when we downloaded Ad-
Aware, click the down
arrow (1) to bring up the
drop down list, click on
desktop (2) to choose the
desktop as your save
location and then click on
SAVE (3) to start
downloading the file.

Save As

Recent

3

Dezktop

s/

My Documents

5 (8

.

tdy Computer

“

Pl M ebwork,

Savein | ) Recent

op

7 Ecuments
-j ky Computer
4 3% Floppy [&:)
e Local Disk [C:]
age Backup Drive (D)
ity DVDCD-RY Drive [E:]
Igg My Sharing Folders
73 Shared Documents
5 My Documents
'l-J_’ My Metwork, Places
() Flazh Drive - Valmare

() Mew Faolder

g Share
File nanne: gpubotzdld [+
Save as type: A pplication ._.v'

: Download complete

T Dovenload Cornplete

spyboksd14, exe from software-files . download, com

Dovenloaded;
Dovenload ko

Transfer rate: 38.7KB5ec

4.80ME in 2 min 7 sec
Ci\Documents an. . spybotsdl4, exe

[ liCloze this dialog box when download completes

5. When the file is done

downloading you can choose to
RUN the program now or CLOSE

and run this program later. The
programs name is spybotsd14.exe

if you decide to run it later.

I Bun

I I Open Folder I |

Cloze J

Basic Computer Troubleshooting and Maintenance Guide
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Step Four: Spybot S&D

i Open File - Security Warning

installation process or double e

Do you want to run this file?

6. Click RUN to start the

Mame: spyboksdig.exe
Fublisher: Safer Hetworking Ltd.

click on the file, you’ll most

likely end up with a security Type: Application
. . ‘ ) From: CiDocuments and SettingsiMartin RoyviDeskiop
window. Click ‘Run’ to

continue with the install. |

Bun IL Cancel |

Alwavs azk before opening this file

'_ potentially harm your computer. Only run software from publizshers

O WWihile files fram the Internet can be uzeful, thiz file tupe can
L3
you trugt, What's the risk?

select Setup Language

7. Choose English as your
language, this is usually already _
selected as the default then click English v

OK.

i E ﬁ! Select the lanquage to uze during the installation:

I k. ] | Cancel

Setup - Spybot - Search & Destroy s g

Welcome to the Spybot - Search &
Destroy Setup Wizard

Thiz will install Spybat - Search & Destray 1.4 an yaur computer.

Ltolitriiiui:nn;nended that you close all other applications before 8_ CI|Ck NEXT on th|S next
Click Mext ta continue, or Cancel to exit Setup. WindOW that pOpS Up and yOU
should come up the license
agreement.

18
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Step Four: Spybot S&D

9. You have to select |
ACCEPT THE AGREE-
MENT before the faded
letters will let you continue
on with the installment.

}@ Setup - Spybot - Search & Destroy

Licenze Agreement

agreement befare continuing with the installation.

:I@ Setup - Spybot - Search & Destroy

License Agreement
Please read the following important information before continuing,

Fleaze read the fallowing License Agreement. “rou must accept the terms of this
agreemant before continuing with the installation.

Diedication Public Licerss [DPL]

>

By downloading the archive, vou confirm your agreement in thiz icenze.

|. Freeware
Firzt of all, the reazons why Spebot-5&D iz free:

|.a. Dedication
Spybot-540 i dedicated to the most wonderful girl on earth ;) Bt

[ )| accept the agresment j 1

{#) | do not accept the agreement 2

= T ==

Pleaze read the following important information before continuing.

Pleaze read the following License Agreement. You must accept the terms of this

NEXT to continue on.

Dedication Public Licerss [DPL)

|. Freeware
Firzt of all, the reazonz why Spebot-SED iz free:

|.a. Dedication

()

?} accept the agreement
O

|
| do not accept the agreement

By downloading the archive, pou confirm your agreement in this license.

Spybot-540 iz dedicated to the most wonderful girl on earth ;]

td

10. After you select accept,
you will be able to continue
with the installation. Click

I < Back I Met > J|I Cancel |

Basic Computer Troubleshooting and Maintenance Guide
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Step Four: Spybot S&D

‘1@ Setup - Spybot - Search & Destroy s L
| |

Completing the Spybot - Search &

11. Continue clicking on Destroy Setup Wizard

NEXT using all the default
values until you come to the
next screen. Click on finish to
end the installation and to
start up Spybot for the first
time.

Setup haz fimzhed ingtaling Spubot - Search & Destroy on pour
computer. The application may be launched by selecting the
inztalled icons,

Click. Finizh to exit 5etup.

Bun SpybotoD eve

| Legal stuff

[F wou remove advertizement robots with thiz program, vou may not be
allowed to continue wzing their hozst programs. Bead ther license

agreementz for further information.

12. Click OK on the next warning.

[ ] Don't show thiz message again,

| Spybot-S&D Wizard

rou can now create a complete backup of your registiy. T hiz iz not
neceszany, but can provide uzeful. Should spyware destroy some of your
original settings, Spybat-S&D may be able to restore them from this
backup.

13. Setup starts and you'll have to
go through a couple steps before the
scan starts. The first step is to create
| l Ciede gy 2k I | a registry backup as shown here.

Click on CREATE REGISTRY
BACKUP, wait until it finishes what it's
doing then click on NEXT.

Step 3 of 7
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Step Four: Spybot S&D

| Spybot-5&D Wizard

Before pou ztart wour first zcan, for pour owen safety it iz strongly
suggeszted that vou look, for updated files and download them! Just click,
the buttar Below ta go ta the updates page and let the progranm search if
new updates exist,

[ | Search for updates | }

Step Hof 7

14. The next step updates
the definitions file; if you have
access to the internet then you

can click SEARCH FOR UP-
DATES, if you don’t have ac-
cess to the internet at the mo-
ment then just click NEXT, go
on to the next step if you have
internet access

| Spybot-5aD Wizard

new updates exist,

come clickable, click on
DOWNLOAD ALL AVAILABLE
UPDATES to continue.

Before you start wour first zcan, for pour own zafety it iz strongly

1 5' If you search for UpdateS suggested that pou look, for updated filez and download theml Just click,
then the bottom bUttOﬂ will be_ the buttor below to go to the updates page and let the program search if

Search for updates J

Download all available updates |}

Q et

Step Hof 7
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Legal stuff X

16. Another warning may pop
up after the updates are auto
installed, click OK to continue.

[F wou remove advertizement robats with this program, you may not be
allmwed to continue wzing their host programs. Bead their licenze
agreements for further information,

i Spybot - Search & Destroy
File Mode
= Spybot-S&0

Language Help

[ Don't show this message again,

Uze this button to start scanning your spstem for spyware and
* LCheck for problems all ather threats detected by Spybat - Search & Destroy,

& Uze thiz button if you notice some problems that have
X \? Becovery occured during & recent removal of problems, and you want
to undo some changes.

Thiz iz wery important: it i recommended to update the

l v Search for Updates | detections at least once a week!

17. The main windows

for Spybot should come
up now, click on CHECK
FOR PROBLEMS to start

the scanning process.

'i Spybot - Search & Destroy
File
= Spybot-5&0

Mode Language Help

18. Spybot will scan and
end up at this screen listing
all of the things that it found

on your computer, this list
could be long or small, de-

pending on how infected +——
the computer is. All of the =

7~ LCheck for prablerns @ Fix zelected problers = Frint @) Help

Thiz iz the main zcan page of Spebot-SE0. Here you zcan vour systerm ['Check far
problems" button] and fis any problems found [''Fix selected problems” button). Hint: if
you haven't done so pet, we recommend you read the tutonal (see Help menu) to
learn hiow to deal with the scan results.

Hide thiz information

items in the list will be auto- «
matically selected so you £
can just click on FIX SE-
LECTED PROBLEMS to
continue.

Prablem

= Zedo

= Avenue A, Inc.
& DoubleClick

Kind
1 entries

1 entries

1 entries

3 problems found [07:32]




Step Four: Spybt S&D

Confirmation

19. This warning is just telling

20. Next is a confirmation
window telling you that it has

you that it is going to delete
these files, click on YES to
continue on.

finished its job, click on OK to
continue on.

f j Spybot - Search & Destroy
File Mode
= Spybot-5&D

Language Help

7 ! Check for problems I@Eim zelected problems 7 Frint Q_)jl Help

you haven't done so yet, we recommend you read the tutorial (zee Help menu) to

21. Click on the X in the
top right hand corner of the

Thiz iz the main zzan page of Spybat-5&0. Here wou scan your system ['Check for
problems" button] and fix any problems found ["'Fis selected problems" button). Hint: if
learn how to deal with the scan results.

Hide thiz information

| e e SR =
| @ Avenue A, Inc. 1 entries
W DoubleClick 1 entries

e “ Zedo 1 entries

3 problems found [07:32)
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program window to finish
with this step.
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Step Five: Antivirus Scan using AVG

AVG Anti-Virus Free Edition is a free anti-virus protection tool developed by GRISOFT for

home use. NOTE: Although AVG free has all the tools that will protect your computer from
virus infections, it is still only recommended as a temporary alternative to a licensed program such
as McAfee or Symantec Anti virus. The program will issue virus definition updates as quickly as it
can, but the licensed versions will update these virus definitions quicker making your computer and
networks safer than if you just used a free anti virus program.

1. Open up a new web browser
and navigate to
http://free.grisoft.com or you can
“Google” AVG FREE and it will be
the first website that pops up.
Once you get to there, the page
should look like the following im-
age, click on AVG ANTI-VIRUS
FREE to continue.

ai AVG temet Securty 23 E'i.

: T mm

2. Navigate down on the next
page and click on the following
image to continue.

AVG co Get free anti-virus and anti-spyware Latest Update
B oolalloaius e Added detection of
i = AVG Anti-Spyw e fFree new variant of I-
» Home Worm/Stration,
2 New AVG Anti-Virus Free and AVG Anti-Spyware Free is for private, _""a‘f_’i';'l'::"aﬁgfe- t»;::
e non-commercial, single home computer use anly. me,,'mwnmﬂemm
B8 :\VG Anti-Virus B Salias
ree e By 30207
New Free Anti-Virus 2
AVG Anti-Spyware
" Free GRISOFT is announcing a new version of the AVG Ant- _
Virus Free Edition. This new 7.5 version with improved e
El support performance and full compatibility with the latest Windows ‘_““3“'4m
Vista wersion is available. Users that are using AVG Free 7.1 Fa) i 5
Downloads will be provided with a specific dialog, within the next few ey AT

weeks, with the opportunity to choose the right option
fulfilling their nesds. AVG Free 7.1 wersion will be
discontinued on 18th of Feb 2007.

B Commercial
solutions

* AVG GRISOFT launched AVG 7.5 product line with new
flagship - AVG Internet Security suite 7.5

start the download process.

3. Navigate down the next page and you should see something like the following
image. There are other versions for different operating systems but the one we want
is under the Windows operating system. Here you will see the file name of the
download files and the current version of the program. CLICK on the file name to

& Windows

avg75free 432a004.exe 7.5.432
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Step Five: Antivirus Scan using AVG

| File Download - Security Warning

Do you want to run or save this file?

ﬁ s Tl e e 4. Here you can choose to open the
Type: Application, 17.4MB . . .
From:  Free3 grisoft.cz file and install right away or save the

file for installing later on. Click on
SAVE to continue.

Bun _J|[_ Save |I[ Cancel |

4

N ' w'hile files from the Internet can be uzeful, this file pe can
W r,. patentially harm your computer. IF you do not tust the source, do not

= 1un o zave thiz zoftware, What's the rigk?
Save As 7 2}. |
Savein | [EF Deskiop V D e
r—J _I_;IMV Documents g keyfinder
% My Computer " Nero 66013
5. Choose a good place to save this e R
. . — MWinImage
file so that you can locate it later on, (3| Somesnri
most people usually save these files | G
to the desktop. CLICK on SAVE to (@
. My Documents | = 058 et
CO ntl n u e " - %’":Etzgzrd\anmot‘2.4D.Setup
My gﬂitel ggzgt::‘;i)ecrypter
“4 File name: avo7Siee. 4325904 V
dy Neﬁork Save as bype: Appligation_ v
: Download complete
4 Download Complete 6. After the program is fin-
ished downloading CLICK on
avg7Sfres_432a%904.exe From frees.grisoft.cz CLOSE and find the file that
iiiiiiiiiiiiiiii.iiiiiiiiiiiiiiiiiiiiiiiiii you downloaded ] If you
Dovnloaded: 135KB in 2 sec d | ded to the deskt
Dovendoad ko CADocume,, Navg7Sfres_ 4323904, exe ownloade o € des ' Op
Transfer rate: £7.5KE9ec then that’s where the file
[ |Clage this dislog box when download completes should be located.
I Bun I I Open Folder I

Basic Computer Troubleshooting and Maintenance Guide

25




Step Five: Antivirus Scan using AVG

7. The downloaded file will look
like the following image. Once you
know where this file is then it is
easier to copy the file and move it
to another computer for scanning.
DOUBLE CLICK on the file to start
the installation.

| Open File - Security Warning

The publizher could not be verified. Are you sure you want to
run thiz zoftware?

ﬁ Mame: awqg7Sfree_432a904.exe
r Publizher  Unknown Publisher

8. Click on RUN to continue Type: Application

. . From: Ci\Documents and SettingsiMartin RoyiDeskiop
when the security warning pops
up I Fiun ‘ [ Cancel |

Always ask before opening this file

publizher. *'ou should only run software from publishers you tust,

@ Thiz file does nat have a valid digital signature that verifies itz
How can | decide what software o un®?

I ®_"AVG Free Edition build 432 (15212007}

Welcome!

‘ AVG WwWelcame ta the 401G Free Edition Setup program. Thiz will instal
AYG Free Edition on pour computer.,
Click Mext to continue with the Setup, or click Exit to quit now.

WARMIMG: Thiz program is protected by copyright laws and 9 . The fl rSt Wi ndOW N the
international treaties. Unauthorized reproduction or distribution of

thiz program, of any portion of it may result in severe civil and InSta| |atI0n prOCGSS ShOU I d

criminal penalties. Yiolators will be prozecuted to the masimum

extent allowed by law. IOOk Iike the fOI IOWi ng image
Before you start the installation process pleaze consult the special CI ICk on N EXT tO Contl nue.

E&Q section. providing advice and recommendations that will kelp
you inztall the program according to vour needs and requirements.
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Step Five: Antivirus Scan using AVG

10. This next screen is the
license agreement, you
have to accept this license
in order to continue install-
ing AVG. Click on ACCEPT
to continue.

®_"AYG Free Edition build 432 {17272007)

Checking System Status...
‘ AVG file license_hu.tst: checking state...

| ®_"AVG Free Edition build 432 (17272007}

Flease read the following License Agreement. Scrall down to see the entire document. Accept
'*'r/ the License Aareement by clicking the sccept button,

License Agreement on Use of an &AW1GE Free Edition e

Thiz iz a license agresment between you, a final user of computer software, and GRISOFT, s.ro.
[hereinafter "GRISOFT" or the "GRISOFT Caonpany']. Pleaze, read carefullyl By clicking on
“hocept key you express your approval of the conditions and terms hereof and you are bound
thereby.

Should you dizagree with the conditions and terms hereof, promptly terminate the uze of this
software and destroy any copies thereof or delete the program already downloaded!

1. Providing the Licensze. The GRISOFT Comparw through this License dgreement grants ko you
non-exclusive and non-transferable rights thereunder in respect of using a copy of the computer

It order to continue with the installation of 246G Free Edition you must accept this Licenze Agreement.
Do pou accept the terms of the preceeding Licenze Agreement’?

< Back | Accept | Qon'tacceptl

11. Next the pro-
gram will check you

12. We want to install us-
ing the standard installation,
in the next windows that pop
up, click on NEXT on the
windows that pop up and
then click FINISH.

system to see if it is
ready to install AVG.

| ®_"AVG Free Edition build 432 (1212007

Select Installation Type

‘ AVG {+ Standard Installation [recommended)

Installs the product in the standard configuration, which i |§
irecommended For most users. i

" Custom Installation
“With options to customize certain parameters during the
installation process.

i L |
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Step Five: Antivirus Scan using AVG

| ®_ A¥G Free Edition build 432 {11212007)

steps will explain how anti virus
programs work and how to keep
them updated.

13. You have successfully installed
AV G anti-virus free edition, the next

®_ AVG Free Edition - Test Center

Program Tests Results Service  Information
Anti-Vi
Free

SEcuTity statrs

CONGRATULATIONS!

allows you to skip it Of courze, pou can perform any

step at & later time.

Attention:

You can aiso pri
data against spywa
hackers and spam{

i Control &G Free has been successfully installed. & few

simple: steps remain to ensure Your maxinum iUt s foubd; AVG
e pratection. Thiz First Run Wizard will guide you ruact 'f I
ik Virus through the following recommended steps: o
& Help Topi - Perform A4 Free update

- Create Rescue Disk H
G’ Schedul - Sican wour computer for vinuses a!)

- Hegister A6 Free

. hard ditves, o

5 Test Re i Clicking "Mest"" at any of the following steps will it sEatning.

il B L NETe
Gl SN

Extenrd your protection
fevel now...

For Help press FL

7.5.432 268.16.2/613 1/1/2007 2:50 FM

B AVG

Installation Complete!

AWG Free Edition haz been successfully inztalled,

For more infarmation about GRISOFT and &%G Free please visit

vt grizoft. com,

way you will be installing using the

You should end up at the following

ceed to the next step.

15. Just keep clicking on NEXT, this
recommended default configurations.

screen. Click on CONTINUE and you
will be at the main AVG screen. Pro-
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14. After you click OK then the
main program will start up and
an automatic configuration utility
will appear. Click on NEXT to
continue

(™ _"AVG Free - First Run

YOUR COMPUTER IS
PROTECTED!

To enzure the masimum anbivirus protection of pour
computer, be sure to perform &G Free updates

frequenty,

Continue. .. ]




Step Five: Antivirus Scan using AVG

| ™. A¥G Free Edition - Test Center

16. This next image is the AVG
main console of AVG Anti- Sk s
virus; the red mark is telling
you that something is
wrong; the problem here is
that the virus database is
out of date. CLICK on
CHECK FOR UPDATES to e
continue. You can also protect your

data against spyware,
hackers and spam!

Externd your protection
level now...

i1 Control Center

Jig Virus Vault
& Help Topics
Q, Scheduler

Test Results

For Help press F1

Program Tests Resulkts Service Information

Security status

The red highlighted companents are in an emor statel Please pay urgent
attention ta their configuration!

Anti-Virus: Intemal Virus Database is out-of-date.

—  Scan Computer 1
L Scans all hard drives on wour computer, IF & viruz iz fou w, qew
__—‘"' will remarve it or provide you with step-by-step instructions for itz
1= remaval.
Scan Selected Areas

! & Scans folders, floppy disks. CD=. optical disks. hard drives. ar
\ * other targets which you can select before start scanning.

Check for Updates | >

Opens the AVG Free Edition Update dialog.

7.5.432 268.16.2/613 1/1/2007 2:50 PM

up-to-date. Grizoft makes periodic virus updates available to AYG Free Edition users.

17. This next window sets up where
Update the program looks for updates. Went
i To enzune marimurn anbivines protection, it iz important bo kesp your 245 Fres Ediion Want the program to IOOk for updates
The fallawing methods are available for accessing the latest update file. on the |nternet1 but we aISO Want to
B make this the default place that AVG
looks for updates. Put a CHECK in
e s et R the BOX as seen In the following im-
' age and click on INTERNET. Now the

) e Beed internet is where AVG will always look

for updates.

18. The program will now .
connect to the internet and
search for any updates; in this Dot
example we have a priority up- Bes o
date, CLICK on UPDATE to Aveoed
continue

—
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" _"A¥G Free Edition Update Selection

Please select update:

Priority update Dad
IThis update contains the following components; lownload is
Wirus database {version: 938) Ally.
‘irus database {version: 673}
Fesume
Total size is 1342731 bytes.

Y Mare Infarmation LCloze
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Step Five: Antivirus Scan using AVG

19. The next part is automatic;
the program will download and
install the updates that were
listed in the previous window.
Move on to the next screen.

AVG 7.5 Update

i AVG Update File Download

You are now downloading the latest AYG Update file. When the download is
complete your AVG Free Edition will be updated automatically.

Server Resume
http: A/, AuTiaviB 7 3UE1 b bin YES
Cownload data

Bytes received 6436 kB [49%) File size 1313 kB[RO KE )
Time left 00:00:10 Time elapsed 00:00:10

Average speed 644 kB/sec

b b [y e i oy ey oy oy v

B AvG 7.5 Update

Moww updating your %G Free Edition installation.

E pdating ;. i ]
= IUEEL ™ ave Free Edition

Bl Updati
i Update was successfully finished.

) Starting the Lpdate process.
[ Proagra jle |

|Bl Updati]

s LCancel

20. After the download com-
pletes and patches the program
you will see the following image,
click on OK to continue.

21. Now we are back at the
main screen, the GREEN
CHECKMARK means that

| ®_'AVG Free Edition - Test Center
Program  Tests Resuks Service  Information

AVG Secu Ilt}' status

o “You are fuly protected, Your system iz up to date and &l nstaled
Anti-Virus componenks s working propery.
Free Editlon

AVG is ‘UP TO DATE. CLICK
on SCAN COMPUTER to
scan the computer for virus
infections.

30

[i1i Contral Centter e scan commter
Lck Secans 3t hard drives on your computer, If 3 virus is found, AYG
g virus vaul ———— wil remove it of provide you vt steprbystep instuctions for its
. ‘ temoval.
& Help Topics
© scheduler > Scan Selected Areas
& Scans folders, floppy disks, CDs. optical disks, hard dives, or
Test Results \ @k other targets which you can select before start scanning,
Attention: SEED
Your cair extend your
protoctinievel wis Check for Updates

Anti-5pyware, Personal

Firewall or Anti-Sparm! Opensz the A4G Free Edition Update dislg

Click here to leain more..

For Help press FL 7.5.432 268.16.2/613 1J1]2007 250 P
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Step Five: Antivirus Scan using AVG

22. This next part is auto-
matic, AVG will scan the

Program  Tests

Results

AVG

Anti-Virus
Free Edition

it Contral Center

g Wirus Vault

computer and then generate
a report at the end of the
process.

™ AVG Free Edition - Test Center

% scanning Statistics
AVG '
[
L s Finished &
Aty EEr
Free
Scanning Infomation ‘
— Started: Manualy 2/2/2007 103515 AM | | Pah
oL Control Cf - Eneq: 20242007 11103284
Obiject d: E7880
T Winus Vau E"::z,s SERm) o
& Help Topi :
- Displap Test configuration
() Schedule
Vit statistics
Test Res
Attention: . >
No virus found.
You can extend
protection fevel Pause
Anti-Spyware, Pt
Firewall or Anti-. Stop
Click here to fea| W Scan again T
For Help press F1 7.5.432 [268,16.2513 |1/1/2007 2:50 PM

&# Help Topics
(ﬁ, Scheduler

Test Results

Attention:

You can extend your
protection fevel with
Anti-Spyware, Personal
Firewall or Anti-Spam/!

Click here to learn more...

For Help press F1

| ™. AVG Free Edition - Test Center

Service  Information

Security status

“r'ou are fully protected. Your system iz up to date and all installed
components are working properly.

File:

i Rezult/Intection

s

Scanned objects 152

Mo threats found yet.

C:\Documents and Settings\all Users\Application D atahdi, A"

Threats ]

Ormin 10

7.5.432 268.16,2/613 1)1/2007 2:50 PM

23. The report that AVG generates
will look like the following image, my
computer has no virus infections. If a
computer did have a virus infection
——|then AVG would automatically
quarantine the object in the virus
vault. Now the infected file can’t
harm your computer. CLICK on
CLOSE and then on the X; now you
are done with the virus scan .

NOTE: If a virus is found during the scan, it will automatically be
‘healed’ or moved to the virus vault. The virus vault will quarantine the
file from the system so it cannot do any further damage. You can
wipe the file completely by wiping the virus vault clean.

Basic Computer Troubleshooting and Maintenance Guide
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Step Six: Startup & System Processes

A computer can run slow for various

reasons. If you look on the bottom right hand corner of

your monitor you should see something similar the first image in this section. Any extra icons
or programs that are running will show up here, aside from the sound icon and network icons, any
other icons here are always running in the background taking up system resources and possibly
slowing down a computer’s overall performance. The following steps will help you get rid of these
programs and anything else that is hidden and running in the background.

1. Take a look at your system
tray and see if there’s a lot of
icons in there.

2. The Startup folder is one that alll
users should be able to access. To
get to the System Startup Folder
click on:

START > ALL PROGRAMS >
STARTUP

this list should be (EMPTY) as
seen in the next image, the pro-
grams that put themselves in here
aren’t needed by Windows so you
can just delete them. Examples of
these programs are ADOBE
READER SPEED LAUNCHER and
LIMEWIRE ON STARTUP. These
just slowdown the startup process
and bog down your computer.
Delete them and continue on to the
next screen.

Internet
Internet Explorer

@ Skartup

=) vobsub

) avio

E fdobe Reader &
& Internet Explorer
Microsoft Excel
[ microsoft outlack

4l Cutlook Express

E-mail

M Outlook Express

programs have s
after wom have
1 will he as fast

4 S Microsoft Phoko Edite

Lo

b Motepad
i k i Micrasaft Ward

YLC Media Plawer

Microsoft Access

Microsoft PowerPoint

=, Microsoft Word

Paint
_ Remote Assistance

Windows Live Messenger

DWDFab Platinurm L
(=} Windows Media Player

. all Programs l F Windows Movie Maker

32

. Log OfF . Turn OFf Computer

Erfuasy 50906

°4 start
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Step Six: Startup & System Processes

£
Martin Roy

3 Internet - My Recent Documents #
[ Internet Explarer
* Favorites 3

'2 My Metwork Places

e
E__; Natepad
i i Microst

_."I M DYDFab Platinurm

RUN

3. System Configuration Utility (also known
as MSCONFIG) — This is a hidden utility that
you can use to disable any hidden programs
that are running in the background.

To get to the System Configuration Utility, first
open up the START menu and then click on

A
WL Media Plaver

-
o
e FreeCel

allPrograms D

. Log off Turn OFF Computer

'y start & /S & 7 I ee% [Last Samurg

4. Type msconfig in the next
window that pops up and then
click on OK

= Type the name of a program, Folder, document, or
3 Internet resource, and Windows will open it For wou,

Ol H Cancel JI Browse. ..

i—l_ System Configuration Uility

General | SYSTEM.IND | WIN.INI | BOOT.IMI Servicks | Startup

Startup Selection

@:N_ormal Skarbup - load all device drivers and services:

() Diagnastic Startup - load basic devices and services only

() Selective Startup

5. The System Configuration

Utility window should pop up

now. Click on the STARTUP
tab to continue.

[ Launch System Restore ] [_ Expand File. .. |

[ Ok H Canicel H &pply H Help I
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Step Six: Startup & System Processes

6. In this next window will be a list of programs that start up when your com-
puter starts up, some of these programs start up and then stop right away.
Others will start up and run in the background while your computer is on.
These programs also slow your computer down quite a bit. Continue to the
next screen.

._5_14 System Configuration LHility

) zeneral | SYSTEMLIMI | WIM.INI | BOOTIMI | Services | Startup
Command Location ||
[#] Husched "Ci\Program Files'Jav.,.  HELM\SOFTWARE\Microsaft Windows\Currentyer,
NOTE The proper qktask "C\Program Files\Quic,..  HELM\SOFTWARE\MicrosoftWindows\Zurrentyer,
tart f t ctFmon COWINMDOWS system, .. HEDUWSOFTWARE | Microsof by WindowsyCurrentyer,
startup o your computer WIMPHSCFG CAProgram FilesiWind, .. HECUWSOFTWARE\Microsaft Windows\Currentver,
does not rer on any of ctfrnon CWINDOWS system. .. SOFTWARE|Microsoftiwindows)Currentyer sion| R
the items in this Startup sec- E_54I2R1 CWINDOWS\System, ., SOFTWAREMicrosoftWindows \Currentyersion| R
. L hkcrmd COWINDOWS\svstemn, . SOFTWARE\MicrosoftwindowshCurrentersion| Ry
tlo_n' You can have every igFakray CAWINDOWS systemn, . SOFTWARE\MicrosoftwindowsiCurrentersion| Ry
thlng deseleCted and YOU" logonstudio "CHProgram FilesiWin, ., SOFTWARE\MicrosoftWindowsiCurrentyer sion|RL
computer should Startup fine_ regsvra s mgrk reqsvraz fs magrt.dil SOFTWARE\MicrosoftywWindows\Currentyersion|\RL
|t iS also a gOOd test to diS- Meroi_heck, COAWINDOWS\systern, . SOFTWARE\MicrosoftwindowsiCurrentyersion\ R
. . . | jusched "Ci\Proaram Filesilav,.,  SOFTWARE\MicrosoftvwindowsiCurrentyersioniRu ™
able everything in this menu <% »
and see what programs re- l ——— |
add themselves automatically. | s
It may be a virus or spyware. ok [ concel | [ ooy | [ _ree |

7. Open up a webpage, assuming that you now have an internet connection,
and go to http://www.processlibrary.com CHECK ALL of the items that show
up in this list by typing them into the box and then click on FIND.

Q2 ProcessLibrary.com

Crver 300.000.000 Searchres and Growing..,

Process Scanner Forum

Processes & DLLs

Find a Process or DLL (ex: explorer.exe]: _

Spyware
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8. The next page that pops up should have a safety level for each of the
items that you check out, if all the items are safe then you have nothing to
worry about, but if any of the items come up with anything more serious
then you should disable the item, but first you should read why it has a
higher rating.

[ jusched.exe - jusched - Process Information

Process File: jusched exe Security Risk Rating  Popularity
[ & ] [*****] Returne
Process Name: Sun Java Update Scheduler SAFE
Jusc
(@) SAFETY
JUSCHED EXE RECOMMENDATION TC
Green = Safe - Zero risk B

Click Here to Run a Free Scan for jusched.exe Grey = Unknown - some rizk
Orange = Caution - medium risk
Description: jusched.exe is a process installed alongside S Red = Alert - high risk

Java suite and checks for Java updates which isrssssssssssrs

NOTE: Make sure you type in exactly what is in the list or you might come up with wrong de-

scriptions or no description at all, if you typed the process in right and there is still no descrip-
tion then you most likely have an infection. Some Virus and Trojans don’t name themselves the
same thing every time; they might use random file names to hide themselves in the computer.

9. Alittle further down the webpage will be a description of the process that you
searched for and a recommendation of what to do with the file. This file for exam-
ple tells you that you should not disable this program from running because it is
required for essential applications to work properly. Leave the checkbox on and
move on to the next item in the list.

JUSCHED.EXE RECOMMENDATION
Click Here to Run a Free Scan for jusched.exe Related Errors

Description: jusched.exe is a process installed alongside Sun Wicrosystem's
Java suite and checks for Java updates which involves usage of the
Internet. This program is impartant for the stable and secure

running of your computers Internet browsing and Java usage and
should net be terminated.

Scan Your PC including jusched.exe to Detect any Security Threat

Recommendation: Should not be disabled, required for essential applications to
work properly. Itis highly recommended to Bun a Free
Perfarmance Scan to autematically optimize memery, CFU and
Internet Seftings.

Basic Computer Troubleshooting and Maintenance Guide 35




Step Six: Startup & System Processes

10. You may not have to disable any programs or you might have to disable
a lot of them. Click on APPY then OK to continue.

__n_’—; System Configuration LHility

/ General | SYSTEM,IMI | WINLINID || BOOT.INI || Services | Startup
. Startup Ikern Command [
[ afftask: "Z\Program Files\QuickTimegtkask, exe” -atbooktime
chfmon W THNDOWY S swsbem 32 chfmon, exe
[ wirPrsCRG C:\Program Files'windows Media Plaver\WMPNSCFG.exe
[ cfmon A THNDO Sl swsbem3 2 ctfmon, exe
E|5417R1 CAWINDOWS) System32| spool\DRIVERS|\WS2RE6|3E_S412R 1 EXE fP23 "EPSC
[T Hkernd 1 CHWINDOW S system3Zthkemd. exe : Q NOTE Get to know
[ igfxtray CHWINDOWS) system32iafxtray, exe these processes and
lngonstudio " \Progran Files\winCustomize LogonStudioilogonstudio.exe” [RAMDOM which ones are usually
[] regswraz fs mart regsyr32 Js mgrt.dll
MeroCheck CHWINDOWS \svstem3ZiNeraCheck, exe |Oaded onto ComPUterS’ that
[ usched "CiiProgram Files) Javaljrel.5.0_09bintjusched, xe” Way the C|eanUp prOCGSS will
["1 MBASCui "C:\Praaram Filesiwindows DefenderiM3ASCuiexe” -hide il o a lot faster
e Y . g 0
[ Enableal | | Disable |
l a4 | | Cancel J I Apply J | Help J

ES:.rstem Configuration " 11. Click on RESTART in the next
window to restart your computer

You musk restart your computer For some of the changes made by

Syskem Configuration ko kake effect, with the new startup OptiOnS, when

the computer restarts check re-
check MSCONFIG to see if the
items that you disabled did not

. come back, if they did come back
12. Verify that these programs have then disable them again and RE-

stopped loading at Windows startup by START
going into the msconfig utility again. The :
majority of speed will return after you
have done the ad-ware scans. This step
just ensures that your computer will be as
fast as we can get it. You are now done

with this step. OII t

[L Restart |] | Exit without Restart |
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Step Seven: Disk Cleanup Tool

The Disk Cleanup tool helps you free up space on your hard disk by searching your disk for

files that you can safely delete. You can choose to delete some or all of the files.

1. To access the Disk Clean-Up, click on
START > ALL PROGRAMS > ACCESSORIES > SYSTEM TOOLS > DISK
CLEANUP
Proceed to the next screen.

(7] Accessories

I Autack

I Aviynth 2.5

I/ Cpex

I DVDFab Platinum

1) Games

I Lavasoft Ad-Aware SE Personal
I Microsaft OFfice Taols

) Mera

Jj CuickTime

I Spybat - Search & Destray

(T'Internet @ statup
" Internet Explorer I vobsub
) WinZip
) =viD
- Adobe Reader &
& Internst Explorer
Microsoft Arcess
Microsoft Excel
Micrasoft Outlook
Micrasoft PowerPoint
Falt Microsaft Ward

)

Cutlaok Express
YLC Media Player b P
. Remote Assistance

{ = DyDFab Platinum &5 windows Live Messenger
L2

@ ‘windows Media Player

All Programs [‘«” H windows Mavie Maker

) Accessibility

I Administrative Toals
1) Communications
7] Entertainment

@ System Tools

.J Address Book

& Caloulator

B8 command Prampt
B Motepad

Y Paint

) Program Compatibilicy Wizard
€ synchronize

W Tour Windows 2P
L ‘windows Explorer
A wordead

=8 Scanner and Camera Yizard

. Log OFF i i

4§ start Eraus 00

| elect Drive

Select the drive you want to clean up.

Dirives:

t«!\ Backup

3 Character Map

$ Disk Cleanup

G kO iy ot e ool ey e
# Files and Settings TransFer Wizard

1) Scheduled Tasks

U Security Cenker

Wy System Information

B SystemRestore

é Inkernet Explorer (Mo Add-ons)

< [E] |~
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2. You may get an option to choose
which drive to perform the cleanup on.
If you have more than one HDD (Hard

Disk Drive) in the computer you are
working on, choose the drive that your

Windows system is loaded on.
Usually the C: drive.
Proceed to the next screen.
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Step Seven: Disk Cleanup Tool

Disk Cleanup

Dizk Cleanup iz calculating how much space vou will be
able to free an [C:]. Thiz may take a few minutes to
complete,

<

Calculating...

| - - ]

3. The next screen that pops up is

just the system scanning for all the

files that | can remove safely, no in-

tervention is needed here. Proceed
to the next screen.

Scanning Comprezs old fles

4. The next screen that pops up give
you a list of choices as to what you
want to cleanup or delete from your
computer, don’t worry, none of these

files are essential to your computer’s
ability to run, these are just so you

can. Put a check in all of the boxes to
clean up all unnecessary files from
your computer then click on OK to
continue.

#‘ Disk Cleanup for (C:}

Dizk Cleanup | bare Options

~—_ r'ou can uge Dizk Cleanup to free up to 406,337 KB of disk
== :paceon [C]

Eij_e_a\tcu delete;

[¥] &1 Downloaded Program Files QKB ||

¥ Temporary Intemet Files 43 KR :

[]1&! Becycle Bin OKE

] @ Temporary Remote Deskiop files 20473 KB

(] (=] Temporary files WETIK [,
i '
Total amount of dizk zpace vou gain: 43 KRB

Drescription

Downloaded Program Files are Activel controls and Java applets
downloaded automatically from the Intermet when vou view certain
pagez. They are tempararily stored in the Downloaded Program
Files folder on wour hard dizk.

NOTE: Depending on the size of

your hard drive and how many files

are on your hard-drive, the Disk
Cleanup tool may take some time to
complete.
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Step Seven: Disk Cleanup Tool

5. Click on YES in the next screen to continue.

: Disk Cleanup for {C:)

?r‘/ Are you sure wou want bo perform these actions?

6. The computer will perform all the actions that you have
selected and clean up all the junk files that it found, you don't
have to do anything while this process is on. No other window

will open up; you are now done with this step.

Disk Cleanup

o The Disk I:Iee_mup Litility iz cleaning up unneceszary files
an your machine,

Cleaning up drive [C:).

Cleaning:  Temporary files
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new files will be fragmented.

Step Eight: Disk Defragmentation

Disk Defragmenter consolidates fragmented files and folders on your computer's hard disk, so
that each occupies a single, contiguous space on the volume As a result, your system can
gain access to your files and folders and save new ones more efficiently. By consolidating your files
and folders, Disk Defragmenter also consolidates the volume's free space, making it less likely that

NOTE: Before starting a defragmentation on your computer, ensure that all background

programs are disabled or closed. This includes anti-virus/anti-spyware software. Also

ensure that your power saver settings are set to never put your system into a standby or
hibernation mode after a certain period of idle time. Also make sure your screen saver is
turned off. You do not want to be running any programs that make changes to your hard
drive while the defragment process is on. You also do not want to actively be using your
computer while this is happening. Doing so may result in a slow scan, or continuous restarts

in the scan process.

1. To get to Disk Defragmenter click on
START > ALL PROGRAMS > ACCESSORIES > SYSTEM TOOLS > DISK DE-

FRAGMENTER.

Continue on to the next screen.

[T Accessories

R ) AutocK

7 Internet
‘e Internet Explorer

e :
m E-mail

i4 start

40

[ Avisynth 2.5
) CDex

B ) DVDFab Platinum

I Games

7)) Lavasoft Ad-Aware SE Personal

[T Microsoft Office Tools

() Mero

) QuickTime

) Spybot - Search & Destray
) Startup

[ wobSub

) winzip

[T HwiD

n Adobe Reader &

@ Internet Explorer
Microsoft Access
Microsoft Excel

@ Micrasaft Outlook
Microsoft PowerPoint
Microsaft Word

1;'53 Dutlook Express

5. PRemate Assistance

& Windows Live Messenger

(&) wWindaws Media Flayer

S windows Movie Maker

BErCfaa 200

[ Accessibility

) Administrative Tools
) Communications
ﬁ Entertainment

[ System Toolks

) Address Book

Zl caleulator

B8 command Prompt
4 Motepad

Y Paint

&) Program Compatibility Wizard
9 synchronize

&) Tour windows ¥P
L Windows Explorer
A wordpad

=48 Scanner and Camera Wizard

b!. Backup

#& Character Map
<, Disk Clearup

[ﬁ‘ Disk Defragmenter

#_Files and Settings Transfer Wizard
Defragments your volumes sa that your computer runs Faster
and more efficiently.

'j}' Security Center

9 Syskem Information
B System Restore
& Internet Explorer (Mo Add-ons)
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Step Eight: Disk Defragmentation

pops up is the disk defrag-

2. The next window that | EEmrF——

File  Action  Wew Help

usually C, and then click

menter main window, 2
hlghllght the drlve that has | Wolume Session Status File Swstem Capacit Free Space % Free Space
. . == [{a}] MNTFS 372766 27,38 GE T3 %
Windows loaded on It, " =Eatmp Dve (0T HTFS TEE4 B TE. 6 GE T

on analyze to scan the file
system. Continue on to
the next screen.

Estimated disk usage before defragmentation:

Estimated disk usage after defragmentation:

|| Analyze ||| Defragrment

B Fragmented files B Contiguous files B Unmovable files [ Free space

: Disk Defragmenter

Analysis is complete For: {Z:)

You should defragment this valume,

3. The program will scan the
file system and report back to
you if you need to defragment
the drive or if you don’t have
to. Click on DEFRAGMENT to

Views Report J

| Defragment [ [ |  Close continue.

Basic Computer Troubleshooting
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Step Eight: Disk Defragmentation

| 2 Disk Defragmenter

4. The program will defrag un-
til it gets all the files in as
much of an order as it can,
while it is defragging you will
see the program in action in
the form of two graphics with
various lines of color.
Continue on to the next image.

File Action Wiew Help

EX
Walume Session Status File Syskem Caparity Free Space % Free Space
) Defragmenting, .. MTFS 37.27 GB 27,38 GB FI
(=IBackup Drive (D) MTFS 15,64 GB 16,66 GB 89 %

Estimated disk usage before defragmentation:

MM PR O

Estimated disk usage after defragmentation:

UNSATHT ARV 0T

| | s ]

it
1 N

e |

5. The next screen will pop up

after the computer has finished

defragging the hard drive. Click

on CLOSE and continue to the
next screen.

M Fragmented files I Contiguous files B Unmovable files [ Free space

(1) Defragmenting... 6% Mowving File 06-Fallen Leaves.mp3

: Disk Defragmenter

Defragmentation is complete For: {20

Some files an this wolume could ot be defragmented.
Please check the defragmentation report For the list of these Files,

I_ Wiew Repart | ‘ Close |

6. The next screen that pops up is the original screen. Click on DEFRAGMENT
again and again until this process takes less then 1 minute to complete. That way
you know it is really defragmented. The following two images show the result from

beginning to end.

Estimated disk usage before defragmentation;

MR 1T

Estimated disk usage after defragrentation:

IE W0 i1
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on to the pext step-
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Step Nine: Restart System Restore

Now that the computer is cleaned out, optimized and defragged, we can turn on the “System
Restore” features again.

1. To get back to system restore click on
START > CONTROL PANEL
as shown in the following image.

‘:'.;;-'i.\- Microsoft Photo Editor

| Motepad

Microsaft Word

w4
&i Paink

YLC Media Player

All Programs

‘s start

B? Control Panel

accounts.,

B Control Panel

2. In the next window that pops
up double click on SYSTEM to
open up the SYSTEM PROPER-
TIES. Continue on to the next
image.

Basic Computer Troubleshooting and Maintenance Guide

Prowides options For wou ko customize the appearance and Functionality of wour
compuker, add or remove programs, and set up network connections and user

. Log CFf Turn OFF Computer g

Era> 500

Eile Edit Wiew Favorites Tools  Help

& | © ¥ P Folders

seldress |0 Control Panel .
X D W B » &

ﬂ" Control Panel & ;”
Add or Administrative  Automatic

. 2 =
accessibility add ate an
[ Swirch ta Categary Visw Options Hardware Remay... Tools Updates Titne:
A - 3 e
© s = [
Java ai

See Also A [
Fonts Game Intel@ Internet Keyboard Mail
& windows Update Contrallers  Extre... Options
) Help and Support e .\ \1 j
= uw S o]
Network Wetwork  Phone an o Power QuickTime  Regional a
Connections Setup Wizard  Moderm ... Options Language ...
) @ = ﬁz
=/ 2 §
Scheduled  Security  Soundsand  Spesch Taskbar and User  windows
Tasks Cenber  Audio Devices Stark Meru  Accounts Firzwall
=
Wireless
Hetwark 5.,
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Step Nine: Restart System Restore

| System Properties ? g
Systern Restore j Autarnatic Updates Remote
i General T Computer Mame Hardware Advanced

3. Click on the SYSTEM
Sastem, RESTORE tab to continue.

Microzoft Windows #F

Frofeszional

'i y ersion 2002

{_' - Service Pack 2
e Registered to:

p— b artin Roy

F.eewatin Career Development
TEABT-E40-8109674-23307

Computer:
Intel(R]
Pentium(R] 4 CPU 2 40GHz
240 GHz, 1.00 GB of Rak

0k J | Cancel
-System Properties
General Computer Mame Hardware Advanced
System Hestore Automatic Updates Remate
4. UNCHECK the bOX bes|de * Eg;lsmg.eslore cah track and reverze harmiul changes to your
TURN OFF SYSTEM RE- [IumoffSystem Hestoreonalldrivesj 1
STORE ON ALL DRIVES, click Diive setlings
on APPLY then click on OK. You
are now finished all that should
be needed for basic computer ["oiivs Safis
H 1 1 - [= 1 [mg] Turned off
c_>pt|m|zat|on. READ the follow e TR Jomece
ing text about Advanced com-
puter problems before exiting.
] 2
I aF. J | Cancel |C]
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Step Nine: Restart System Restore

5. Every once and a while you will run
into programs that you can’t get rid of us-
ing these methods. This is where Google
comes in handy, type in any messages
that you get using quotations. An exam-
ple of this would be winstall, this program
uses fake taskbar alerts that pop up in
the bottom right hand corner of your
screen as seen in the following image.

i. Your computer is infected!

Windows has detected spyware infeckion!

It is recommended ko use special antispyware bools bo presvent

data loss, Windows will now download and install the mosk
up-to-date antispyware For wou,

Click here to protect your compuker from spyware!

6. You would go to Google and type in “your computer is infected”
and “windows had detected spyware infection” read around some of
the forums that come up and see if anyone has a fix for this. This
program | know is called winstall, it took me quite a bit of reading
before | was able to remove it, but if you ever come across this
infection Google winstall or smitfraudfix and the first webpage
should be what you are looking for. There will always be some
things that will take you a while to remove, that is normal, just use
Google to track down any fixes that might be out for that certain
infection.

There are some sites that will tell you edit the registry to fix some
problems. Editing the registry is a last resort. You can seriously
mess up a computer if the registry is improperly edited. Only do

these steps if you are an advanced computer technician who knows
how to recover from registry errors.

Basic Computer Troubleshooting and Maintenance Guide
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Appendix A: Winsock XP Fix Tool

Sometimes if the spyware on a computer becomes so integrated into the system processes

or has replaced critical system files with its own version of that same file, removing the
“‘infected” files causes the system to become unstable. In most cases, it will only affect the
"Networking’ portion of your computer system, hindering your ability to access network resources or
to connect to the Internet. If this is the case, this is the tool for you.

NOTE: Like any other utility, this is a ‘Use at your

own Risk’ tool. Be sure to do a registry backup
and save it on disk/CD so you can copy it over in the
event that your system becomes inoperable after using
this tool.

1. Open a browser and go to:
http://www.snapfiles.com/get/winsockxpfix.html
If for any reason this site is not operational, go to
Google.com and search for “Winsock XP Fix” and
download the tool.

E‘v SnapFiles

Shareware Freeware Features

Top 100 User Reviews Now Downloading... Updates ,D _ Search

[,

%ﬂ} Computer Wizard Detect System

This wizard will recommend improvements to |
your computer automatically, Detect Browser

Click "Mext’ for improvements |

1Click DVD Copy
The easiest way lo copy
DVD movies! Dual Layer
media support.

WIWWW

e
LS

Freeware > System Utilities > System Maintenance

Auds by Google

WinSock XP Fix » .
Fix XP Internet Connectivity AL Al

Free safe scan checks
e registry Locates & Fixes
Our Rating: 977757 (Good) Corrupt Files fast
wny fis-registry net

i'ncx ﬁﬁ‘aogl_:_e_r

S o
omputer Tuneu

C

WinSock XP Fix offers a last resort if your Internet connectivity has

) View been corrupted due to invalid or reroved registry entries. It can often

= cure the problem of lost connections after the removal of Adware Windows XP Errors?

Mare components or improper uninstall of firewall applications or other Get a Free Scan Mow,
enshots.. R S R S R e I e Framnua [ [ ——
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Appendix A: Winsock XP Fix Tool

2. Scroll down the page until you find the

‘Download’ button. Click it to begin the
download process.

the site will refresh itself.

3. The site will try to contact a download location. If you are using Win-

dows XP with Service Pack 2, you will need to click on the ‘Information Bar’
on the top of the page while it contacts the download site in order to allow it
to download this file. Click on “Download File” from the Information Bar and

Please wait... contacting download location!

“our downlozd will start momentarily. If it does not, click here.

(1111111

Support for WinSock XP Fix iz availakle from this site

Address @

p: v, snapfiles. com/download diwinsockepFix . hkrml

e Tohelp protect vour security, Internet Explorer blacked this site Fram downloading files o your computer. Click here for options. ..

[ SnapFiles

File Download - Security Warning

4. The File Download dialog
box will appear. Click on
“Save” to save this file to your
computer. This will allow you
to transfer it to a CD or Flash
Drive to take to the infected
computer.

Do you want to run or save this file?

Mame: WinsocksxpFix, exe
Type: Application, 1,37 ME

From: Files,snapfiles.com

J |

J |

Run Save Cahcel

WWhile files frarm the [nteret can be useful, this file type can
potentially harm pour computer, [ pou do not bust the source, do not
ik or zave thiz software. What's the risk?

Basic Computer Troubleshooting and Maintenance Guide
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Appendix A: Winsock XP Fix Tool

5. The file you downloaded will look similar
to this icon here. All you need to do is

% Winlscuckprix.exe
Application
= double-click it to start the program.

6. Once the utility is started, all you need
to do is click “Fix” and let the program do
its magic. You can use the ReG-Backup
built-in utility here, but it may or may not
work. Your best chances at backing up
your registry is to use the tools provided
by Windows to do so. The computer will

need to restart after this step and your

networking should be restored.

2 VB_WinFix 1.2 %]

WinSock Fix
“Wwinzock and TCP Repair Utility

@ Thiz Litility Restares Reagizty Keys, that may
become Corrupt after R emoving the Hozt Program
that Modified thern.
Windows =P Detected

Ahaut

Rl Backup
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